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(57) Abstract: A security system comprising a plurality of units (2, 4. 6), each being provided with a power source, a processor 
Q (Ui), a UBnsmitter(TXi) and a recdver(U2), and at least one of the units further being prov^ 

^ are operable to communicate widi each odier by way of die transmitters (TXi) and receivers (U:), and die processor (Ui) is ad^ted 
^ to generate an alarm signal in the event that cCTtain commimication events occur. ^ 
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IMPROVEMENTS RELATING TO SECURITY 

This invention relates to a new security system and a method of providing security. 

5 It is well known that it is desirable to provide security for various types of articles. 
For example items of high value, high intrinsic value, of sentimental value, children, 
pets, may all need to be guarded. 

There are many known security systems which aim to provide security for objects. 
1 0 As will be appreciated each of these existing systems has its own separate advantages 
and disadvantages. One of the most basic systems is provided by locking the articles 
in place. This is simple but effective and yet is easy to overcome if the correct tools 
are available. Further, such an approach is not applicable to certain situations, for 
example guarding children in a playground and other similar situations. 

15 

It is also known to provide an alann in association with each item that is being 
guarded. Such an alarm may be activated by motion, tampering, removal of the 
article, etc. Again, such a system would not be suitable for guarding children within 
a playgroimd, or guarding a collection of articles which are moved from place to 
20 place (for example a group of suitcases). These systems are vulnerable to attack on 
each of the alarms, ie the individual alarm can be muffled, or broken to prevent it 
from sounding. 

Further, so-called burglar alarms are well knovm wherein sensors are provided which 
25 are connpcted to a centralised alarm system. Once again such systems cannot provide 
protection for objects which are mobile (for example collections of bags, groups of 
children). Further, such centralised alarm systems are vuhierable to an attack on the 
centralised alarm system. 

30 According to a first aspect of the invention there is provided a security system 
comprising at least two units, each unit comprising a power source adapted to power 
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the unit, a processor, a transmitter, a receiver and at least one of the units having an 
alarm, the units having the ability to communicate with each other via the 
transmitters and receivers, the processors being adapted to control the units and to 
cause the alarm to generate an alarm signal when predetermined rules are satisfied. 

Such a system is advantageous because it allows a unit to be applied to an article to 
be guarded. Because the system relies on communication between the two units 
there is no central control system open to attack and each unit must be mdividually 
disabled to disable the security system as a yrhole. 

ii one embodim^t, at least one processor is adapted to generate an alarm when 
communication feik between the two units, providing a simple system. As wiU be .^^ 
a|?pTeciated the^tetPnnined rules may coyer a number of situations, some o^which . 
are outlined hergji^e^w. - 



15 



In one arrangement if one of the units is disabled then the other will lose 
communication with it and an alann will be raised. If an article to which one of the 
units is attached is simply removed then eventtially it is likely that it wiU be taken 
beyond the communication range of the units (or an obstruction will intervene) and 
20 again communication will faU allowing an alarm to be raised, if communication 
failure is a predetermined rule. 

Preferably there are more than two units, each of which has the ability to 
communicate with all the other units of the system. This is advantageous because it 
25 will allow more than two articles to be guarded with a smgle unit being provided for 
each article. 

.4 

Each of the units in the system may be adapted to generate an alarm when 
predetermined rules are met, which may be when communication faUs with any one 
30 of the units or when the distance from any one of the units exceeds a given value. 
This is advantageous since an alarm will emanate from each of the units even if only 
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one of the units has been stolen, run away, etc. causmg the predetermined rules to be 
met 

The alarm may be provided by one or more of the following: a sound or vibration 
5 generating mechanism (eg a piezo electric sounder or other electric sounder), a light 
emitting device, a display screen, an electric shock generator, an explosive device, an 
electromagnetic lock or catch, or by signalling to a connected or remote (e.g. 
wireless) apparatus. 

10 In an alternative embodiment only some of the units are provided with an alarm. An 
advantage of this is that it hiay be cheaper to realise than providing an alarm with 
each unit The units may also be smaller and more convenient. In such ah 
embodiment a unit provided with the alarm may be thought of as a master unit 

15 The transmitter of at least one of the units may be' adapted periodically to transmit a 
signal, this being advantageous over continuous transmission because it is more 
power efBcient Of comrse, it would be equally possible to provide a transmitter 
which transmitted a signal continuously. Further, the receiver may be powered 
periodically and therefore capable of receiving a signal periodically. 

20 

The skilled person will appreciate that two initially in-phase uncorrelated periodic 
signals will gradually drift out of phase. Therefore, should two units simply 
communicate at predetermined intervals, eventually the units may drift apart so that 
no receivers are listening when a transmission occurs. Therefore, the processor of 

25 one of the units may be adapted to control when the transmitter transmits signals and 
may be adapted to operate the transmitter \^en the receiver of another unit is 
activated to receive a signal. Alternatively, or additionally, the processor may be 
adapted to control when the receiver receives signals and may be adapted to operate 
the receiver when the transmitter of another unit is transmitting a signal. The 

30 processor may be adapted to learn when transmission is expected and only activate 
the receiver at this time. The receiver may be adapted to be powered and capable of 
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receiving a signal for a period either side of when a signal is expected so increasing 
the likelihood of receiving the signal. 

Further, the transmitter may be adapted to transmit pieces of information, which may 
5 include any fiom the following Ust: the identity of the unit from which the 
communication originated (unit identification), the class of unit fiom which the 
communication originated, the level of output from the power source of the unit, the 
status of the unit, when the next transmission will occur. Each of these pieces of 
information has its own separate advantages. For instance it is advantageous to 
10 transmit the unit identification so that the remaining unij? of the system can tell from 
where the transrassion originates. There may be a iiuife of different classes of unit 
within tiie security systems which may have one or more units within them. Units 
within tiie systerns may be adapted to have different re^onses depending upon what 
class of linit tiiey are in communication witL \^ 



15 



Transmission of the level of output power from the power source is advantageous in 
that it helps to prevent false alarms through power source failure. Clearly, if a power 
source foils the unit will stop transmitting. Generally, such a lack of transmission 
would cause tiie remaming units to generate an alarm. However, tiie processors of 
20 tiie units may be adapted to suppress tiie generation of an alarm if a unit stops 
transmitting after a period of reporting low power soured levels. The processors may 
be adapted to warn the user of a low power source before that power source fails. 

The processors of the units of the system may be adapted to generate an alann if one 
25 of the units transmits a status signal indicating that an alarm should be generated. 

Preferably tiie transmitters and receivers are respectively adapted to transmit and 
receive radio signals. Such a medium is advantageous because it is generally omni- 
directional, will pass tiuough a number of obstructions (ie does not necessarily 
30 require line-of-sight communication) and has a finite range. It is advantageous to 
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have a finite range because for some embodiments of the system to function, 
communication must eventually be lost if one of the units is removed. 

In one embodiment the transmitters and the receivers are adapted to operate at 
S substantially 433MHz. Such a frequency is advantageous because it is an imlicensed 
frequency (not reqmring a licence to use) and will thus be readily available for such 
use. The skilled person will appreciate that the system may operate using any radio 
frequency and that 433MHz is merely one embodiment 

10 The imits may conmiunicate with each other using standard frequency-based 
communications, including frequency modulation and amplitude modulation. Where 
digital signals are xised, frequency shift keying (FSK) or amplitude shift keying 
(ASK) may be appropriate, or frequency-hopping or spread-spectrum. Alternatively, 
time-modulated ultra-wide band (UWB) communications technology may be 

15 employed, in which precisely timed (possibly down to picosecond resolution) 
extremely short pulses are used to transmit digital data over a wide range of 
frequencies. 

In an alternative embodiment, the transmitters and the receivers are adapted to . 

20 communicate short pulse signals to each other. The pulse signals will generally be 
unmodulated, that is to say, not capable of transmitting infomaation other than an 
indication of the presence of a imit. The processors of the units in this embodiment 
are preferably adapted to expect to receive pulse signals from predetermined other 
units at predetermined times or periods of time, thus providing a simple method of 

25 determining the presence or otherwise of a given unit within the system. 
Furtheraiore, the processors may be adapted only to activate the receivers when a 
pulse is expected, thereby helping to reduce power consumption. As a development 
of this communications protocol, the units may undergo an initialisation stage in 
which, say, modulated RF data packets are transmitted and received at predetermined 

30 times and intervals, the data packets including information serving to identify the 
respective transmitting unit to the other units. Once the processors of the various 
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units have learned the expected pattern of times and intervals, pulse signals (say. a 
few cycles at a given operating frequency, e.g. 433MHz) rather than full data packets 
„,ay be transmitted so as to indicate the presence of each unit within the system, ms 
process may be coatmuously controlled by a slowly-clocked CMOS integrated 
5 circuit, thus further helping to reduce power consumption. 

In some embodiments the transmitters and receivers have a range of about Im to 
150m perhaps about 30m to 125m. In one embodiment the transmitters and 
receivers may have a range of about 100m. to an alternative embodiment, the 

,0 transmittersandreceiversmayhavearangeof5m.l0mor20m. It will be apparent 
that, for embodhnents which generate an alarm when communication fails, the range 
of transmission is a compromise between providing a degree of freedom of 
movement for each of the units but providing a relatively short distance before 
communication fails between units and an alarm is generated. If tiie range .s too 

15 short alarms will be generated too easily and iftiie range is too long a low degree of 

security will be provided since too much freedom will be given to tiie umts. 

to other embodiments, the r^ge may be several kilometres (may be substantially 1. 
2 3 4 5 6km or more). Such ranges are advantageous for providing secunty for 
20 itemswWchingeneraluseareseparatedbydistancesofti.eseorders. Anexampleof 
such items would be farm machinery, m skilled person will appreciate m the 
range must allow tiie item to perform its usual function witixout ti.e generation of 
false alarms. 

25 Hie receiver of at least one of tiie units may comprise a detector adapted to detect 
communication from another unit, to normal operation tiie unit may be adapted to 
operate in a low power state and be further adapted to become fully operational when 
the detector detects a possible communication. It will be appreciated tiiat in tiie low 
power state some power may actually be drawn from ±c power source. A detector 
30 which allows the units to operate in a low power state is advantageous because U 
increases tiie life of the power source. Tlie at least one unit may be adapted to 
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become fully operational for a predetermined period of time upon detection of a 
possible communication. Alternatively or in addition, the at least one unit may be 
adapted to return to the low power state upon detection of a "sleep" communication 
directed either generally to all of the units or to that particular unit 

5 

The power source may be a battery which provides a convenient source of power. 
The battery may or may not be rechargeable. Alternatively, or additionally, a solar 
cell or a Peltier jimction may provide the source of power. A capacitor may be 
provided in association vdth the solar cell, allowing power fluctuations in the output 
10 of the cell to be smoothed. 

Alternatively, or additionally, power may be derived from an external power supply, 
which may or may not be permanently wired to the xmit. An example of this would 
be a charger or mains wiring. In another alternative or additional embodiment power 
15 may be derived via electromagnetic coupling or induction from a nearby coil or 
antenna, which may be provided on a nearby anchor unit. Power may also be 
provided from motion via an electric generator or piezo generator. 

At least one and preferably each unit of the system may be provided with an 
20 identification mechanism adapted to provide unit identity. The processor of at least 
one of the imits may be adapted to interact with the identification mechanism and 
transmit the unit identity via the transmitter. Indeed, the identification mechanism 
may be a part of the processor. As discussed herembefore this is advantageous so 
that each unit can identify itself to the other units of the system, and units receiving 
25 transmissions will know firom where the transmission originated. The identification 
mechanism may provide a imique identification for a particular unit or may identify a 
imit as belonging to a particular class. Indeed, in some embodiments the 
identification mechanism may provide both a unique identification and also a class of 
membership. Providing a class membership is advantageous because it allows the 
30 units of the system to behave differently when communicating with units of different 
classes. Further, because a class of membership is not unique to a particular unit, the 
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communications could not be used to invade privacy as could communications 
involving a unique identification. 

Hae units may further comprise an arming mechanism adapted to cause the unit to 
become operational. The arming mechanism may comprise a key-receiving 
mechanism adapted to receive a key. Th. key-receiving mechanism may be adapted 
to receive any one of the following: an electronic key (for example a smart card or 
similar), a mechanical key. an arming code transmitted to the unit and received by the 
receiver. 



10 



One or more units of the system may comprise an arming unit adapted to arm the 
system The arming unU may be adapted to transmit an arming code which arms 
and/or disarms the remaining units of the system. When the system comprises a 
n^er unit having an alarm, the master unit and the amungunit may be the same 
15 unit. 4 an alternative embodiment the master unit and the arming unit may comprise 

separate units. 

In an alternative embodiment the master and/or amiing unit may be adapted to 
■ transmit a suppression signal adapted to prevent the units of the system from antiing. 
The units of the system may be adapted to arm if they do not receive the suppression 
signal for a predetermined period. It will be appreciated that in a different 
embodiment the suppression signal may prevent the units of the system from 
disarming and keep them armed when they are receiving the signal. 



20 



25 



30 



Alternatively, the system may become armed when the power source of each unit is 

connected. 

Where an arming unit is provided it may be adapted periodicaUy to change the 
arming code. An advantage of this is that it prevents the arming code being copied 
and fraudulently used by a third party to arm or disarm the system. The skilled 
person will appreciate that algorithms for securely changing a code are well known. 
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Further, it will be appreciated that if the code is to be changed, the units receiving the 
arming code must alter the code they are expecting to receive in the same manner as 
the unit transmitting the anning code. An example of such an algorithm is the 
Keyloq™ protocol. 

5 

The units may be adapted to encrypt conmiunications. An advantage of encryption is 
that system security is mcreased. Encryption algorithms will be well known to the 
person skilled in the art but may include public-key or challenge response algorithms. 
When the units are encryptmg the communications a single communication may 
1 0 become several transmissions, encoded for each recipient imit 

The unit may be provided with a memory. The processor may be adapted to store 
within the memory the identities of the imits with which it is in communication. 
Remembering the identities in this manner allows the system to track the units within 
15 the system. In embodiments where an alarm is generated when conmumication fails, 
tracking the units of the system will allow the unit to know when one of the units is 
no longer in commxmication, indicating that an alarm should be raised. 

The processor may be adapted to store a log of events within the memory. An event 
20 may be any action of which the unit becomes aware for example: a reading from a 
sensor, the contents of cormmmications received from other units, the time at which 
the event occurs, etc. The processor may be capable of caiising the transmitter to 
transmit all or some of the contents of the log and/or memory. The processor may be 
adapted to cause such a transmission when a predetermined conmiunication is 
25 received, or at predetermined times, or after a predetermined sensor input, etc. 

The processor of a particular unit may be adapted to store in the memory only the 
identity of those units which are in communication with the particular unit at a 
certain time or during a certain period. The period may be within a predetermined 
30 period of the system becoming armed. This is advantageous because it prevents the 
units, includmg units which are not part of the desired security system, from being 
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included in the security system. The system is designed to guard articles to which the 
units are attached using communications between the individual units. Clearly, any 
unit of substantially the same design is capable of communicating with the units of 
the system. If units are simply included into the system as and when they come into 
communication then the system could guard articles which it is not intended to guard 
(that is articles fitted with units which can communicate witii units of the system). 
Only remembering tiie identity of some units has the advantage tiiat units which 
should not be included into the system will not be included into tiie system. 

0 In an alternative embodiment tiie units may be adapted to generate an alarm if a 
communication is received from a unit having a particular identification or from a 
unit belonging to a particular class. This is advantageous because it could be used to 
enforce an exclusion order against a party. For instance, that party may be provided 
witii a unit having a known identification and other units situated in an excluded area 

15 may be programmed so tiiat if tiiey detect the known identification an alarm is 
generated. In another example, a lift may be provided with a unit and passengers 
may be provided with units belonging to a class defined as passengers. The uixit 
provided on tiie lift may count passengers into tiie lift and generate an alarm once tiie 
number of passenger? exceeds a predeterriiined limit. A mm example would 

20 exclude visitors from restricted areas of a premises. An alarm may be generated 
should tiie presence of a unit belonging to a visitor be detected. 

The predetermined rules may be arbitrarily complex and may be based upon a 
number of parameters which may include any of tiie foUowing: state of external 
25 sensors, tiie presence/absence of particular unit identities, presence/absence of units 
belonging to a particular class, contents of communications from otiier units, data 
held witiiin the processor and/or memory. 

The processor may be provided witii an input device adapted to program tiie 
30 processor witii tiie identity of units which are part of the system. As discussed in tiie 
previous paragraph tiiis is advantageous because it will prevent units which it is not 
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desired to guard entering the system. In another embodiment the identities of units 
which are in conununication with a particular unit are stored in the memory whilst 
the input device is activated. The input device may be a button, switch, a keyboard, a 
collection of keys, etc. In use, a user may activate the input device for a period, 
5 during which time the processor stores the identities of units with which it is 
communicating. 

The predetermined rules which define when the processor is adapted to generate an 
alarm may be alterable by a user. The input device may be further adapted to allow 

10 the rules to be changed. Clearly, this is advantageous because it will allow the 
functionality of the system to be altered to suit the current requirement. 
Alternatively, or additionally, the processor may be adapted to alter the 
predetermined rules upon receipt of a predetermined conmiunication from another 
unit. The processor may be adapted to change the predetermined rules on the basis of 

15 events. 

At least one of the units may be provided with other sensors whose outputs are 
connected to the processor. The processor may be adapted to monitor the outputs 
from these sensors and may be further adapted to transmit mformation relating to the 
sensor output to the transmitter. For instance, the sensor may be adapted to generate 
a signal within an allowable range and the processor may be adapted to cause the 
transmitter to transmit a signal if the signal from the sensor falls outside this 
allowable range. In another embodiment the sensor may be adapted to generate a 
signal only on the occurrence of a certain circumstance and the processor may be 
adapted to cause a signal to be transmitted by the transmitter only when a signal is 
produced by the sensor. 

Examples of sensors which may be provided are: moisture sensors, motion/tilt 
sensors, tamper switches, continuity-loop sensor wires from external alarm systems, 
30 signals sent from a computer program running on an attached computer, signals sent 
from a co-located "RFID" chip, co-ordinates from a Global Positioning sensor, 
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signals from a mobile phone, a magnetic field sensor such as a compass, a biometric 
sensor and a physiological sensor. Of course any other type of sensor could be 
provided. 

At least one of the tmits may be provided with a connector to connect the unit with 
apparatus remote from the security system. For example the connector may be 
adapted to allow communication with any one of the following: a video display, a 
web site, a telephone system, a computer network, a portable computing device, a 
mobile phone network, a door lock, a turnstile, another security system (which may 
be as defined herem). This list is not intended to be exhaustive and the skilled person 
will appreciate it may be desirable to allow the unit to the connected to a variety of 
other apparatus. The connector may be adapted to make available the status of the 
securiQr system. The connector may be adapted to trapnut the contents of flie 
memory and/or log to the device to which the unit is connoted. 

Preferably the units are provided with an attachment device adapted to attach the unit 
to an article to be guarded. Alternatively the unit may be buUt mto the article to be 
gaasM. Q]te|rJ[X.. jegurity will be increased if the units can be securely attached to 
the luiit to be guarded. 

to one embodiment the unit is provided as one of the following: a tag, strap, 
necklace, belt, wristwatch, bracelet The unit may be adapted to be worn by a user. 
Such embodiments are useful for guarding a collection of people, which may be 
children. A party of people could then be guarded and an alarin would be raised 
should one of the party move out of communication range, perhaps by becoming 
disorientated and lost or perhaps due to abduction, etc. 

The system may comprise an anchor unit. The anchor unit may have the 
fimctionality of a unit of the security system. The anchor unit may be attached to a 
substantially permanent structure. Such an anchor unit is advantageous because it 
may allow units to be attached to and guard highly portable articles. It will be 
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realised that the alann will only be raised if the predetermined rules are met, perhaps 
a unit of the system loses communication with the remaining units of the system. 
Therefore, should all of the units in the system be attached to highly portable articles 
which are all removed at once no alarm might be raised. Providing an anchor unit is 
5 advantageous because it should prevent all of the units from being removed at once. 
A plurality of anchor units may be provided. 

The processor may be a microprocessor or may be a micro-controller. In one 
embodiment the micro-controller may be from the PIC series from the Micro-Chip 
10 CorporatioiL In another embodiment the processor may be provided by an ASIC, 
possibly providing lower power consumption than may be obtained from a 
microprocessor or micro-controller. 

In one embodiment the transmitter may be an LQ-TX433 A-S manufactured by LPRS 
15 Ltd. In an alternative embodiment the transmitter may be provided by transistor 
oscillator or other electronic circuit which may be stabilised using a SAW (Surface 
Acoustic Wave) device or crystal. 

The transmitter may be adapted to provide one of the following modulation formats 
20 which may be advantageous due to increased range and reliability of the system: on- 
off keying, amplitude shift keying, frequency shift keying, frequency modulation, 
amplitude modulation, frequency hopping, spread spectrum and time-modulated 
ultra-wide band. 

25 The receiver is preferably a circxjit providing the fimction "mdio m, data out". An 
example of such a circuit is the MICRF-OOx series from the Micrel Corporation. 

Altematively, the transmitter and the receiver may be provided in a single 
transceiver. For example an ASH transceiver from RF Monolithics Inc. may be 
30 provided. Indeed, the transmitter, the receiver and the processor could all be 
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10 



provided on the same circuit, for example the BlueCore Single Chip Bluetooth 
Modem designed by Cambridge Silicon Radio Ltd. 

An antenna may be provided to transmit radio signals. The antenna may take any one 
of the following designs: whip (wire, PCB stub, or PCB spiral), wire helix (or 
combined whip and helix), loop (wire, or PCB, open or closed), dipole, slot, patch, 
dielectric resonator antenna or metal part of the attached object. Preferably, the 
antenna is a Vi wavelength in length. Conveniently the antenna is tuned to resonate at 
the operating radio fiequency. The skilled person wiU appreciate that the preferred 
embodiment will depend on the operating frequency and space constraints of the 
application. 

The same anteima may be used by both the receiver and transmitter, or alternatively 
separate antennL may be provided for the transmitter and the receiver. 



15 



In one embodiment two antennas are provided in a unit increasing the reliabiUty of 
the signal transmission. The skilled person will appreciate that signals transmitted 
from an antenna do not radiate equally in all directions. The orientation of a unit wiU 
be unknown and therefore other units may lie in areas v^cE do not receive 1 

20 substantial signal from a particular antenna (ie there is no or Uttle signal fransmitted 
in that direction). Should two antennas be provided they may be positioned at 
substantially 90° to one anothor, or may be positioned at some distance from one 
anotiier. The antennas may be used alternatively for transmission and reception. 
These techniques are advantageous due to increased coverage of the radio 

25 transmission and reducing possible blind spots. 

In some embodiments the antenna system may comprise an array of antennas in one 
of various "beam-forming" or "radio direction fmding" RDF configurations well 
known to tiiose skilled in tiie art. This allows tiie unit to monitor tiie positions of 
30 other units from which it receives communications. The processor may be adapted to 
use this information to generate an alarm in certain circumstances. For instance an 
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alarm may be generated if the direction of one of the units with which the unit is in 
communication with moves beyond predetermined limits. Alternatively, or 
additionally, the array of antennas may be used to beam communications 
substantially only in the direction of the intended unit. 

5 

According to a second aspect of the invention there is provided a method of 
providing security comprising providing at least two units capable of communicating 
with each other using transmitters and receivers, the method comprising sending 
commimication signals between the two imits and raising an alarm when 
1 0 predetermined rules are satisfied. 

Such a method is advantageous because it provides decentralised security in which 
each of the units must be disarmed in order to disable the security. 

1 5 The method may generate an alarm when communication fails between two units. 

Preferably the units are attached to articles which it is desired to guard. 
Convenientiy, the method includes providing a plurality of units, preferably one for 
each article which it is desired to guard. 

20 

The method may comprise providing an arming mechanism to arm and/or disarm the 
system vAndi is advantageous because it provides controllability over the method. 

The method may comprise providing a master unit (or arming unit) which transmits a 
25 suppression signal which prevents the units of the system fix>m arming. The 
units/system may automatically arm in the absence of the suppression signal. This is 
advantageous because it may allow the system to automatically arm if the master unit 
were moved outside the transmission range of the remaining units; for example if a 
person carrying the master unit moves away from units to be guarded by tiie security 
30 system. The system may not require guarding if the person with the master unit is in 
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the vicinity of the remaining units. The method may comprise providing more than 
one master and/or arming unit 

The system may perform a communication check. Such a check may be initiated by a 
5 unit, which may be the master unit. The communication check may cause each of the 
units to communicate. Such a check is advantageous since it gives the user 
-knowledge that the system is working. A communication check is especially 
advantageous in situations where there is likely to be poor communication, perhaps 
in the vicinity of large radio or radar transmitters, or may be used to detect if 
10 jamming is occurring. ^ 

In one embodiment, the method comprises causing eac| unit to remember the identity 
of all of the units with which it is in communication^when the system is armed or 
may be within a predetermined period of the system besing armed. This has the 
15 advantage that the units which are not part of the system but which are capable of 
communicating with the units <peihaps on neighbouring systems) do not become 
included in the method (unless they are in communication when the system is 
armed)- 

20 Alternatively, or additionally, a different method may be provided for determining 
which units form part of the security system. An input device may be provided 
v^ch may be used to input the identity of units which form part of the security 
system. Alternatively, or additionally, the units may remember with which units they 
are in communication when an input is made to an input device. Each of these 

25 methods provides a convenient way of restricting the units which are protected by the 
method. 

The method may comprise causing the units to transmit signals at predetermined 
periods. This is advantageous because it reduces the power consumption of the units. 

30 



16 



wo 01/08116 



PCT/GBOO/02880 



The method may comprise causing the units to receive signals periodically. Again 
this is advantageous becaxise it means that power consumption is reduced. 
Preferably, the units receive signals Vi/hcn a signal is being transmitted and the 
method may comprise techniques to ensure that transmission and reception occur at 
5 substantially concurrent times to ensure that transmissions are not lost 

Preferably the units transmit their status, which may include the status of a power 
source. This is advantageous because it allows the failure of power sources to be 
taken into account and thus, possibly reduce the generation of false alarms. The 
10 skilled person will appreciate that if a power source fails the unit which it is 
powering will stop transmitting generally resulting in an alarm. However, the 
method may include the step of suppressing an alarm signal if a xmit stops 
transmitting after a period of reporting a low power source. 

15 Preferably the method also includes noting the signal strength of transmissions 
received form units. This again may help to reduce the number of false alarms. If it 
is clear that one of the units is on the fringes of a receivable signal range, it may not 
be surprising if it drifts in and out of communication. Therefore the method may 
include the step of suppressing an alarm if commimication is broken to a unit, which 

20 has been experiencing a weak signal strength. The skilled person will appreciate that 
such a step is a compromise between reducing the security offered and reducing the 
number of false alarms. Clearly, if the method is made too tolerant of weak signals it 
would become possible slowly to remove a unit so that it begins to experience 
reception problems and finally to remove the unit completely thus fooling the system. 

25 

Further, each of the units may estimate the range of the other units in the system with 
which it is communicating. This estimation may be performed by measuring the 
signal strength of the signal received from other units or by measuring the time-of- 
flight. The method may comprise causing a particular unit to ignore units which are 
30 greater than a predetermined range from the particular unit. As discussed in the 
previous paragraph this is advantageous because it helps to reduce the likelihood of 
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10 



false alarms. The skilled person will appreciate that as the range increases the 
received signal strength will fall and that ignoring units above a threshold distance 
effectively ignores those with a less than acceptable signal strength. 

Additionally or alternatively the method may provide a warning to a user that one of 
the units is experiencing a weak signal strength, or may be that one of the units is 
greater than the predetermined distance. This is advantageous because it allows the 
user to alter the position of the units such that all of them are within good 
commxmication range of each other. 

The method may mclude providing tolerance to missed titmsmissions. The alarm 
may be activated if more than a certain number of transmissions are missed. This is 
advantageous because it may reduce the number of false alarms. 

15 Examples where the method may be used include guarding pictures within a gallery. 
Each picture may be fitted -with a unit communicating witii the other units of the 
system. If one of tiie pirtures were to be stolen, the alanh may activate as disclosed 
herein. 

20 Anotiier possible use of the method would be to guard skis, golf clubs, etc. which 
could be left outside lodges, or to guard farm equipment. 

According to a tiiird aspect of tiie invention there is -provided a security unit 

comprising: 
25 a transmitter for tiansmitting a signal; 

a receiver for receiving such a signal when transmitted by a second, substantially 
identical, unit; 
an alarm generator; 

a processor adapted to activate the alarm generator accordmg to a predetermined 
30 condition relating to tiie receipt or otherwise of a said signal. 
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For a better understanding of the present invention and to show how it may be carried 
into effect, reference shall now be made, by way of example, to the accompanying 
drawings, in which: 

5 FIGURE 1 is a schematic of a security system according to the invention; 

FIGURE 2 is a circuit diagram for realising a unit of the security system of Figure 1; 

FIGURES 3 AND 4 are schematics of further examples of security systems realismg 
10 the invention; and 

FIGURE 5 shows a block diagram of a unit of the security system. 

A security system comprising a number of imits 2, 4, 6 is shown. Each of the units 
15 comprises a transmitter 8 (in this case a LQ-'re433A-S from LPRS) capable of 
transmitting radio waves of substantially 433MHz with a power of ImW and a 
receiver 10 (in this case a MICRF-001 capable of receiving radio waves of 
substantially the same frequency. The operation of the transmitter and receiver 8, 10 
is controlled by a processor 12 (in this case a PIC12C508 micro-controller) which is. 
20 provided with a memory 14. The processor 12 is also coimected to an alarm 16, in 
this case a piezo-ceramic element The components of the unit 2, 4, 6 are powered by 
a power source 18, in this case two lithium coin cells in parallel generating 
substantially 6 volts. 

25 The processor 12 receives binary data from the receiver 10 and also receives an 
output from a Received Signal Strength Indication (RSSI) output of the receiver 10. 
The RSSI output is particularly useful as will be appreciated from the discussions 
hereinafter. The processor 12 sends binary data to the transmitter 8, The skilled 
person will appreciate that the rate of transmission need not be high and will be 

30 dependent upon the components used. In this particular embodiment rates of 
substantially 1kbps were used. 
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An antenna (not shown) comprising a printed circxiit whip tuned via capacitance to a 
ground plane on the opposite side of the circuit board is provided for signal 
transmission/reception. 

5 

In some embodiments the receiver comprises a detector which is permanently 
operational whilst the remainder of the electronics within the unit is in a substantially 
zero power state. The detector monitors for possible communications from other 
units and if such a communication is received fully powers the remainder of the 
10 electronics such that if the commxmication is a genuine communication it can be 
received by the receiver and processed by the processor. 

In one embodunent, each of a collection of articles to be guarded is provided with a 
unit 2, 4, 6 according to the invention, the units -being securely attached to the 
15 articles. An example of a collection of articles which may be guarded using the 
system is a collection of suitcases. 

Once the units 2, 4, 6 of the system are armed the processor 12 causes the transmitter 
8 periodically to transmit a signal. The signal contams the identity of the unit maldng 
20 the transmission (which is held within an identification mechanism (not shown) of 
the unit). The status of the battery 18 is also transmitted. Periodic transmission is 
beneficial because it will increase the life of the battery 18. 

Possible schemes which may allow the periodic transmission to work are as follows: 

25 

Each unit has a fixed transmission period, eg once every 30 seconds. Initially 
the receiver of a particular unit is powered continuously until a transmission 
has been received from each other unit Then the receivers simply turn-on 
shortly before each subsequent communication is expected from other units. 

30 
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In order for systems comprising more than 2 units to function properly, each 
unit must have a different transmission period to avoid the danger of 
transmissions repeatedly colliding. One way of achieving this is to make each 
transmission-period ''relatively-prime" to all the others, so that there is a low 
S chance of two commimications occurring at the same time. 

Another way of achieving this is to "dither" the transmission time of each unit 
according to some complex, perhaps pseudo-random, algorithm, between 
limits (eg between 6 seconds and 30 seconds). Many such algorithms are 
10 possible, for example sets of linear-feedback shift-registers, with the feedback 

taps chosen uniquely for each imit to minimise the number of successive 
collisions that are possible in the system as a whole. 

In such a pseudo-random scheme the transmission period changes on each 
1 5 transmission. The receiver can either have a duplicate algorithm to allow it to 

predict the next transmission time from each remote unit, or the *time to next 
transmission" can be encoded in the transmission itself 

If conmiunication is lost, the unit may attempt to re-establish communications 
20 by occasionally reverting to the initial state of "receiver always on" for the 

maximum allowable transmission period, during which it should hear from all 
other units at least once. 

It will be appreciated that the transmitted data could be provided in any number of 
25 formats. However, in one embodiment each bit of the packet is bi-phase encoded, 
meaning that each bit-period starts with a transition (low-to-high or high-to-low) and 
"one" bits have an additional transition in the centre of the period. Further, the data 
packets may include any of the following parts: 

30 A preamble which allows the receiving means 10 to adjust its Automatic Gain 

Control (AGC) to enable proper decoding of the rest of the packet. It will be 

21 
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appreciated that the early part of the preamble may well be lost v^^lst the 
AGC corrects its setting. 

After the preamble the packet may comprise a break, or silence, which may 
be longer than an allowable bit period. This allows the receiver 10 to 
recognise the following bit as the start of vaUd data. 

After a break, two bytes of data are sent. The first byte contains an 
identification code and the second byte contains the status of the unit 

In some embodiments the communications between the units are encrypted thereby 
further increasing the security of the communication. For instance, public-key or 
challenge-response algorithms may be appUed to the communications. 

As can be seen from Figure 1 each of the units 2, 4. 6 transmits such a signal 3. The 
transmissions from each of the units 2. 4. 6 are received by the receiver 10 and the 
received signal is processed by the processor 12. 

The units 2, 4, 6 have a relatively low power and therefore the ttansmitted signaT has 
a range only in the order of tens of meters. Consequently units separated by more 
than this distance will not be able to communicate with one another. Of course, in 
other applications the units may have a range of the order of kilometres. 

Each unit wUl know how many other units there are in the security system from data 
stored in the memory 14 and will expect to receive a signal from each of the other 
units. If, unexpectedly, a signal is not received from one of the units 2, 4. 6, each of 
the processors 12 within the security system causes the alarm 16 to be activated. 
Also, if one particular unit does not receive any signals from the remaining units (eg 
it is the unit that has been removed/stolen) it wiU sound its alarm 16. Therefore, if, 
as in this example, a unit 2. 4, 6 is attached to a number of suitcases the alann will 
sound on each of the suitcases. To improve tolerance to false alanns there may be 
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more than one missed communication before the processor causes an alarm to be 
generated. 

Such a system may be beneficial if a user were travelling with a number of suitcases. 
5 By providing a unit according to the invention on each of the cases, the cases would 
effectively guard one another. If one of the cases were stolen, and moved out of the 
transmitting range of the other units, then the alarm 16 would sound on each of the 
cases; on the stolen case and on the ones which were not stolen. 

10 If the system is left active for a long period it is possible for the battery 18 to fail. 
Clearly, should the battery fail within a particular unit then that unit will no longer be 
capable of transmitting a signal. This situation would be analogous to the unit being 
stolen and being moved out of transmission range. Therefore, in this particular 
embodiment the battery 1 8 status is transmitted within the signal. If a particular unit 

15 has been reporting a low battery 18 status for a period of time then the remaining 
units of the system do not activate the alarm 16 if that particular unit suddenly stops 
transmitting. The remaining xmits effectively realise that the battery 18 of the 
particular unit has failed. 

20 It is conceivable that one of the units may be on the fringes of transmission range of 
the transmitters 8 and therefore experience unreliable communication with the units 
of the system. In such circumstances the other units may note the xinreliable nature of 
the communication and consequently ignore the unit experiencing unreliable 
communication. The signal output by the RSSI ou^ut of the receiver 10, or an 

25 ongoing measure of the Bit Error Rate, may be used to determine the reliability of the 
transmission. This will help to prevent false alarms. Clearly, if a unit is 
experiencing communication difficulties from the time that the system is armed it is 
likely to trigger a false alarm due to missed transmissions or transmission. In one 
particular embodiment the imits may estimate the range of other units based upon the 

30 received signal strength. If the estimated range is above a threshold limit that 
particular unit may be discounted. Of course, other units may still be in range of that 
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particular unit and continue to guard that unit. A user of the system may be provided 
with a warning that a unit is "out of range" allowing the user to move that particular 
unit. 

5 In a further embodiment in which an alarm is raised if communication is lost with 
any particular unit, as shown in Figure 3, an anchor unit 20 <or base station) is 
provided on a substantially permanent structure 22, in this case a pillar. It will be 
appreciated that should a number of highly mobile objects (for example a number of 
suitcases 24, 26, 28 each fitted with a unit 30, 32, 34) which are guarded by the 

10 seciuity system all be stolen together, then the alarms 16 will not be activated; the 
units 30, 32, 34 will remain in communication with one another and will therefore 
not realise that anything is amiss. 

However, the provision of the anchor unit 20 on the pillar 22 ensures that not all of 
15 the units of the system can be stolen, and removed, at the same instance. Should all 
of the suitcases 24, 26, 28 be stolen together, the units 30, 32, 34 would still each 
remain in communication, but each of those units (30, 32, 34) would lose 
communication with the anchor unit 20. Because conununication with one of ^the 
units has been lost then all of the alarm means 16 would be activated. Fixed units 
20 such as anchor unit 20 may be provided in public areas so that users of the security 
system can guard articles fitted with the security system. Of course, more than one 
anchor 20 could be provided. 

Yet another embodunent of the invention is shown in Figure 4 wherein a master unit 
25 36 is provided. In this embodiment the master unit 36 and the remaining units 38, 
40, 42 are not identical as with the other embodiments so far described. The master 
unit 36 can be used to control the security system and is provided with a display 44 
and an alarm 46. The remaining units 38, 40, 42 are not provided with alarms 
(although of course they could be) but are provided with key-receiving mechanisms. 
30 An arming mechanism 48 is also provided on the master unit. (The master unit may 
be thought of as an arming xinit). 
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The display is adapted in this embodiment to display the status of units within the 
security system and in this embodiment comprises an LCD display. The display 44 
may function in conjunction with an input device (not shown) so that the user can 
5 manipulate the display so that the desired information is displayed on the display 44. 

In this embodiment the whole system can be armed by the use of the arming 
mechanism 48. When the arming mechanism 48 is activated the master unit 36 
transmits an arming code or key to the remaining units 38, 40, 42 which is received 

10 by the receiver and the key-receiving mechanism. The units start periodically to 
transmit signals as described in relation to Figures 1 and 3. In this embodiment, if 
communication is lost with any one of the units 36, 38, 40, 42, a signal propagates 
back to the master unit that the alarm 46 is activated. The master unit 36 and other 
units change the arming code after each use according to a predetermined sequence 

15 so that the code cannot be fraudulently copied. 

Providing a master unit 36 in this manner allows the remaining imits 38, 40, 42 to be 
made simpler and cheaper, whilst maintaining the functionality of the system. 

20 In a slight modification of this embodiment the master unit 36 is not provided with a 
physical arming mechanism 48 which must be activated, neither is the master unit 36 
the only xinit provided with an alarm (each uinit being provided with its own alarm). 
In this embodiment the master xmit 36 periodically transmits a suppression signal 
which is received by the remaining units 38, 40, 42. As long as the remaining units 

25 38, 40, 42 receive the suppression signal the system remains imarmed. As soon as 
reception of the suppression signal by the remaining units 38, 40, 42 is lost or the 
distance exceeds a given value, the system becomes armed, this reception acting as 
the arming mechanism. Once armed, should communication be lost between any of 
the remaining units 38, 40, 42, then the alarm of each of the remaining units 38, 40, 

30 42 is activated. 
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Such an embodiment is useful because it provides for automatic anning of the 
system. Using the example of a collection of suitcases fitted with the security system 
the master unit 36 would be carried by the person in charge of the cases. Whilst that 
person is canying the cases there is no need for the system to be armed, and indeed in 
5 this embodiment the system would not be armed because each of the units on the 
cases would be in communication with the master unit and receive the suppression 
signal. 

When the cases are left unattended it is desirable for them to be guarded. In this 
10 embodiment the ^stem would automatically arm when flie cases are left by the 
person looking after them and would guard one another. 

In an alternative embodiment, not shown, each of the units of the system is provided 
with an armmg mechanism. In use, a user a:Ctivates the arming mechanism on -each 
15 of the units of the system in order to activate the security system. 

In another embodiment the units of the system will only remembo: the identities of 
units which start communication within a predetermined period of the system being 
activated. This will prevent the units from guarding units which are not part of that 

20 particular security system. For instance, if two groups of suitcases were each fitted 
with units according to the invention, then each suitcase within €ach grot^ would 
guard each of the others. If, however, the two groups were brought into close 
proximity and the units simply guarded any unit with which they were in 
communication, then the units of the two groups would start guarding each other. 

25 Therefore, when the two groups were again separated the alarms of the units would 
be activated. Programming the units to guard only those units which are in 
communication with each other within a predetermined arming period would 
overcome this problem. 

30 In its widest concept the basic algorithm of the security system may be thought of as 
"when armed, detect all other units and then generate an alarm if predetermined 
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circumstances occur (or predetermined rules are satisfied)". Thus, as discussed in the 
preceding paragraph, this may cause the system to guard units which it should not be 
guarding. Causing the units to remember the units which they should guard may be 
likened to a teaching phase. 

5 

In one embodiment the predetermined rules may require that an alarm be generated if 
communication is lost with any unit of the systems. Such rules are usefiil as 
described in the embodiment described above. 

10 In another embodiment, the rules may require that an alann is generated if 
communication is received from a unit or too many imits. Generation of an alarm by 
too many units may be usefid for preventing overcrowding, perhaps in lifts or other 
confined spaces. 

15 The skilled person will appreciate that the rules which govern whether or not an 
alarm is generated can be arbitrarily complex and based on any number of 
circumstances. 

In another embodiment an alarm may be generated if a unit becomes present. Such a • 
20 system would be useful for enforcing exclusion orders. A unit may generate an alarm 
should a unit having a particular unique identity or class of membership be detected. 

In alternative embodiments different methods of programming the units to know 
which units form the system may be provided. For instance, one or more of the units 
25 may be provided with an input device which in one embodiment is a button. When 
the button is pressed the units forming the system remember the identities of each of 
the units with which they are in communication. Once the button is released the 
units will not start to guard other units and will only guard those units which they 
have been in conununication with when the button was pressed. 

30 
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Alternatively, the input means may be a keyboard, a collection of keys, or other data 
input devices which can be used to input the identity of the units which those 
particular units should guard. 

5 In some embodiments the input device allows the rules which govern whether or not 
an alarm is generated to be altered, thus changing the functionality of the system. 
The rules may also be modified following communication firom other units providing 
instructions to change the rules. 

10 The rules governing whether or not an alarm is generated may be arbitrarily complex, 
and may comprise Boolean or arithmetical expressions based on any number of 
variables. Variables may include the state of sensors, the received signal strength, 
the measured distance, the presence or absence of particular units with a unique 
identification or class, time, etc. [Each unit may be provided with a clock.] 

15 

Sensors may be provided as an input to the processors of the units. Such sensors 
allow the unit to be aware of its surroundings and may be used to generate alarms 
based on readings fi-om the sensors. Examples of sensors which may be provided 
inchide: tamper-switches, continuity-loop sensor wires ^om external alarm systems 
20 (e.g. VolumetricTM), signals sent firom a computer program running on an attached 
computer, signals sent from a co-located passive "RFID" chip, co-ordinates firom a 
GPS positioning sensor, signals torn a telephone (including mobile) and including 
the ringmg signal, moisture sensors, motion and tilt sensors, magnetic field sensors 
including compasses, biometric sensors and physiological sensors. 

25 

The key receiving mechanism on the arming units may receive mechanical keys 
rather than an electronic code to arm the units. 

In one embodiment one of the units is provided with a connector which allows the 
30 security system to interface with an external piece of apparatus. The external piece 
of apparatus may be a computer network, a telephone, a visual display unit (or other 
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display), a portable computing device, a mobile phone network, a door lock, a 
turnstile, another security system, or some other device. Such a connector allows the 
status of the system to be observed. 

5 In the embodiments discussed above, it is disclosed to transmit the identity of a 
particular unit. In other embodiments the identity of the unit may not form part of the 
transmission. In some embodinients the processor may be adapted to cause the 
transmitter to transmit a predetermined class to which that particular unit has been 
designated. 

10 

Not transmitting a unique identification is advantageous in some circumstances 
because it will prevent abuse of user's privacy wherein the transmissions could be 
used to track a particular unit if a unique identification is transmitted. Transmitting a 
predetermined class would not allow a particvdar unit to be tracked. 

15 

Further, having predetermined classes to which units belong may provide 
functionalities vAdch although possible by transmitting a imique identification may 
be easier to implement by transmitting a class. Indeed, in some embodiments a 
portion of the unique identification may comprise a class, or a class may be 
20 transmitted in addition to the unique identification. 

Examples of uses relying on a class to be transmitted include providing children with 
units which transmit membership of a "child" class. Units provided on turnstiles 
may receive communications firom the imits, identify that they belong to the "child" 
25 class and only allow them to pass if a unit belonging to an "adult" class is also 
present. Fiuther, guns may be provided with units which only operate when they 
detect a communication fi-om a unit belonging to a "firing range" class. 

A class based system could be used to guard a building where units in the vicinity of 
30 an entrance produce an alarm if a unit belonging to the class "asset" (which is 
attached to a company asset) leaves the building without there also being present a 
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unit belonging to the class "employee". The skilled person will appreciate that the 
use of such classes has many uses. A further example would be restricting access to 
a secure piece of equipment which requires two people to be present* People could 
be issued with a unit belonging to a ''person" class and the equipment may only 
5 become operational if a unit attached to it detects two xmits of the ^'person" class. 

Class of membership (unlike unique identifications) are not specific to individual 
units and therefore this class of membership is harder to use to invade privacy. 

10 In some embodiments the processing means stores withm the memory a log of events 
which the unit has experienced. This log can be accessed via communications with 
other units or via the connector. 

An example of a circuit for providing a unit is shown m Figure 2. The power supply 
15 (not shown) is connected to the terminals BATl, BAT2, and the section labelled A 
smoothes, filters and regulates this power supply. 

The circuit section labelled B is a transmitter, which is driven by a pin 6 of Ul. The 
receiver of the unit is provided by section C. The majority of section D provides the 
20 processing power of the circuit. However, a battery low sensor is provided by the 
Zener diode and resistor pair at E. An LED F provides an output to the unit, and a 
push button switch G provides an input. Also, a piezo sounder H provides an alarm. 
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A table showing the component values for the circuit now follows: 



Component 


Value 


Component 


Value 


Ri 


2.2m 


C4 


0.47jiF 


R2 


ion 


C5 


22nF 


R3 


looka 




22mF 


R4 


22kn 


C7 


0.47nF 


Rs 


loom 


vc, 


lOpF 


Ri 


S6kQ 


L, 


Not fitted 


R7 


22kn 


U 


ISnH 


Rs 




X, 


3.36MHz 


R9 


i.okn 


Ui 


PICI6C505-04IP 


Rio 


6S0Q 


U2 


MICRFOOl 


c, 


0.1 nF 


U3 


LM2391Z.5 


C2 


lOnF 


TXi 


LPRSTX 


C3 


22nF 
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CLAIMS; 

1. A security system comprising at least two imits, each unit comprising a power 
source adapted to power the unit, a processor, a transmitter, a receiver and at least 
5 one of the units having an alarm, the units having the ability to communicate with 
each other via the transmitters and receivers, the processors being adapted to control 
•the units and to cause the alarm to generate an alarm signal when predetermined rules 
are satisfied. 

10 2. A system as claimed in claim 1 , wherein at least one but not all of the irnits is 
provided with an alarm. 

3. A system as claimed in claim I or 2, wherein all of the units are provided 
with an alarm. 

15 

4. A system as claimed in claim 1, 2 or 3, wherein the alarm on every unit 
provided with an alarm is caused to generate an alarm signal when a predetermined 
rule is satisfied. 

20 5. A system as claimed in any preceding claim, wherein the transmitter of at 
least one of the units is adapted periodically to transmit a signal. 

6. A system as claimed in any preceding claim, wherein the receiver of at least 
one of the imits is activated periodically so as periodically to be capable of receiving 

25 a signal. 

7. A system as claimed in claim 5 or 6, wherein the processor of at least one of 
the units is adapted to operate the transmitter of that unit so as to transmit a signal 
only when the receiver of another unit is activated to receive a signal. 

30 

8. A system as claimed in claim 5, 6 or 7, wherein the processor of at least one 
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of the units is adapted to operate the receiver of that unit so as to be capable of 
receiving a signal only when the transmitter of another unit is activated to transmit a 
signal 

5 9. A system as claimed in any one of claims S to 8, wherein the processor of at 
least one of the units is adapted to learn when a transmission is expected from 
another unit and to operate the receiver of the at least one unit accordingly. 

10. A system as claimed in any preceding claim, wherein at least one of the imits 
10 is adapted to operate in a low power state until a possible communication is detected 

by the receiver, in which event the at least one xmit is adapted to become fully 
operational. 

11. A system as claimed in claim 10, wherein the at least one imit is adapted to 
15 become fully operational for a predetermined time upon detection of a possible 

communication, returning to the low power state upon elapse of the predetermined 
period of time. 

12. A system as claimed in claim 10 or 11, wherein the at least one unit is 
20 adapted to return to a low power state upon detection of an appropriate 

conununication. 



13, A system as claimed in any preceding claim, wherein at least one of the imits 
is provided with an identification mechanism adapted to provide unit identity. 

25 

14. A system as claimed in claim 13, wherein the processor of the at least one 
imit is adapted to interact with the identification mechanism so as to transmit a unit 
identity by way of the transmitter of that at least one imit 

30 15. A system as claimed in claim 14, wherein the identification mechanism is an 
integral part of the processor. 



33 



wo 01/08116 



PCT/GB00/02S80 



16. A system as claimed in any one of claims 13 to 15, wherein the identification 
mechanism provides a unique identification code for each unit provided therewith. 

5 17. A system as clahned in any one of claims 13 to 1 6, wherein the identification 
mechanism provides an identification code that identifies each unit provided 
therewith as belonging to a predetermined class of units. 

18. A system as claimed in any preceding claim, wherein at least one of the units 
10 is provided with an arming mechanism adapted to arm the unit by causing it to 

become fully operational. 

19. A system as claimed in claim 18, wherein the arming mechanism is further 
adapted to disarm the unit by causing it to enter into a dormant or low power state. 

15 

20. A system as claimed in claim 18 or 19, wherein the arming mechanism 
includes a key-receiving mechanism adapted to receive a key. 

21. A system as claimed in claim 20, wherein the key-receiving mechanism is 
20 adapted to receive a key selected from the group comprising: an electronic key such 

as a smart card or the like, a mechanical key and an arming code transmitted to the at 
least one unit and received by the receiver thereof. 

22. A system as claimed in any one of claims 1 8 to 2 1 , wherein at least one of the 
25 units comprises an arming unit adapted to arm the system as a whole. 

23. A system as claimed in claim 22, wherein the arming unit is adapted to 
transmit an arming code that arms and/or disarms the remaining units of the system. 

30 24. A system as claimed in claim 22 or 23, wherein at least one of the units is 
adapted to transmit a suppression signal adapted to prevent the remaining units of the 



34 



wo 01/08116 



PCT/GBOO/02880 



system from aiming. 

25. A system as claimed in claim 24, wherein the remaining units of the system 
become armed if the suppression signal is not detected for a predetermined period of 

5 time. 

26. A system as claimed in claim 22 or 23, wherein at least one of the units is 
adapted to transmit a suppression signal adapted to prevent the remaining units of the 
system from disarming. 

10 

27. A system as claimed in claim 26, wherein the remaining units of the system 
become armed if the suppression signal is not detected for a predetermined period of 
time. 

IS 28. A system as claimed in claim 23 or any one of claims 24 to 27 depending 
from claim 23, wherem the arming xmit is adapted periodically to change the arming 
code. 

29. A system as claimed in any preceding claim, wherein commixnications 
20 between the units are encrypted. 

30. A system as claimed in any preceding claim, wherein at least one of the units 
is provided with a memory, 

25 31. A system as claimed in claim 30 depending from claim 13 or any claim 
dependent therefrom, wherein the processor of the at least one unit is adapted to store 
within the memory the identity of at least one fiirther unit with which it is in 
communication. 

30 32. A system as claimed in claim 30 or 31, wherein the processor of the at least 
one unit is adapted to store a log of events within the memory. 
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33. A system as claimed in any one of claims 30 to 32, wherein the processor of 
the at least one imit is adapted to cause the transmitter of that unit to transmit all or 
some of the contents of the memory. 

5 

34. A system as claimed in claim 31 or any claim dependent therefrom, wherein 
the processor of the at least one unit is adapted to store within the memory only the 
identity of at least one further \ihit with which it is in communication at a 
predetermined time or within a predetermined period of time. 

10 

35. A system as claimed in any preceding claim, wherem the processor of at least 
one of the units is adapted to generate an alarm when communication fails between 
that unit and at least one other of the units. 

15 36. A system as claimed in claim 13 or any claim dependent therefrom, wherein 
the processor of at least one of the units is adapted to generate an alarm if a 
commmication is received from at least one other unit having a predetermined 
identity or belonging to a class of units having a predetermined identity. 

20 37. A system as claimed in claim 13 or any claim dependent therefrom, wherein 
the processor of at least one of the units is provided with an input device adapted to 
program the processor with the identity or identities of other units which are part of 
the system. 

25 38. A system as claimed in claim 37, wherein the identity or identities of the 
other imits is or are stored in a memory of the at least one unit when the input device 
is activated. 

39. A system as claimed in any preceding claim, wherein at least one of the units 
30 is provided with at least one sensor having an output connected to the processor. 
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40. A system as claimed in claim 39, wherein the processor of the at least one 
unit is adapted to monitor the output of the at least one sensor and to cause 
information relating to the sensor output to be transmitted by the transmitter. 

5 41. A system as claimed m claim 39 or 40, wherein the sensor is selected from 
the group comprising: moisture sensors, motion/tilt sensors, tamper switches, 
continuity-loop sensor wires from external alarm systems, a computer program 
running on an attached computer, RFID chips. Global Positioning sensors, mobile 
telephones, magnetic field sensors including compasses, biometric sensors and 
1 0 physiological sensors. 

42. A system as claimed in any preceding claim, wherein at least one of the units 
is provided with a connector to connect the unit with apparatus remote from the 
system. 

43. A system as claimed in claim 42, wherein the connector is adapted to allow 
communication with at least one member of the group comprising: a video display, a 
website, a telephone system, an external computer, a computer network, a portable 
computing device, a mobile telephone network, a door lock, a turnstile and another 
security system. 

44. A s)^tem as claimed in claim 42 or 43, wherein the connector is adapted to 
make available information regarding a status of the system. 

25 45. A system as claimed in any one of claims 42 to 44 depending xiltimately from 
claim 30, wherein the coimector is adapted to transmit the contents of the memory. 

46. A system as claimed in any one of claims 42 to 45 depending ultimately from 
claim 32, wherein the cormector is adapted to transmit the contents of the log of 
30 events. 
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47. A system as claimed in any preceding claim, wherein at least one of the units 
is provided with an attachment device adapted to attach the unit to an object to be 
guarded. 

5 48. A system as claimed in any preceding claim, wherein at least one of the units 
is attached to or incorporated into a substantially permanently fixed structure so as to 
constitute an anchor unit. 

49. A system as claimed in any preceding claim, wherein the transmitter is 
10 adapted to provide a modulation foraiat selected from the group comprising: on-o£f 
keying, amplitude shift keymg, frequency shift keying, frequency modulation, 
amplitude modulation, frequency hopping, spread spectrum and time-modulated 
ultra-wide band. 

15 50. A system as claimed in any preceding claim, wherein the transmitter and 
receiver are provided together as a transceiver. 

51. A system as claimed in any preceding claim, wherein at least one of the units 
is provided with at least one antenna for transmitting and/or receiving radio signals. 

20 

52. A system as claimed in claim 51, wherein the at least one unit is provided 
with at least two antennas. 

53. A system as claimed in clahn 52, wherein the at least two antennas are 
25 disposed in a muttially substantially orthogonal configuration. 

54. A system as claimed in claim 52 or 53, wherein the at least two antennas are 
spaced from each other. 

30 55. A system as claimed in any one of claims 52 to 54, wherein the at least two 
antennas are used alternatively for transmission and reception. 
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56. A system as claimed in claim 52, wherein the at least two antennas form an 
array of antennas having "beam-forming" or "radio direction finding" (RDF) 
directional properties. 

57. A system as claimed in any preceding claim, wherein there is provided more 
than two imits, and wherein each unit is able to commimicate with every other unit in 
the system, 

58. A system as claimed in any preceding claim, vydierein the transmitter at least 
one of the xmits is adapted to transmit pieces of information selected from the group 
comprising: an identity of the unit, a class of the \mit, a status of the unit, an 
indication of when a next transmission will be transmitted by the imit. 

59. A system as claimed in any preceding claim, wherein the transmitter of at 
least one of the units as adapted to transmit information regarding a level of output 
from the power source of the unit 

60. A system as claimed in claim 59, wherein the processor of at least one of the 
units is adapted to suppress the generation of an alarm if communications are not 
received from another unit that has been reporting low power levels for a 
predetermined period 

61. A system as claimed in any preceding claim, wherein the transmitters and 
receivers are adapted to commimicate by way of radio signals. 

62. A system as claimed in claim 61, wherein the transmitters and receivers have 
a range of Imto 150m. 

63. A system as claimed in claim 61, wherein the transmitters and receivers have 
a range of 30m to 125m. 
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64. A system as claimed in claim 61, wherein the transmitters and receivers have 
a range of 5m. 

5 65. A system as claimed in claim 61, wherein the transmitters and receivers have 
a range of 10m. 

66. A system as claimed in claim 61, wherein the transmitters and receivers have 
a range of 20m. 

10 

67. A system as claimed in claim 61, wherein the transmitters and receivers have 
a range of 1km. 

68. A system as claimed in claim 61, wherein the transmitters and receivers have 
15 a range of 5km. 

69. A system as claimed in claim 61, wherein the transmitters and receivers are 
adapted to operate at a frequency of substantially 433MHz. 

20 70. A method of providing security comprising providing at least two units 
capable of communicating with each other using transmitters and receivers, the 
method comprising sending communication signals between the at least two units 
and raising an alarm when predetermined rules are satisfied. 

25 71. A method according to claim 70, wherein an alarm is generated when 
communication fails between at least two xmits. 

72. A method according to claim 70 or 71, wherein the units are armed and/or 
disarmed by way of an arming mechanism. 

30 
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73. A method according to claim 72, wherein the units are prevented from arming 
through the transmission of a suppression signal from a predetermined master unit. 

74. A method according to claim 73, wherein the units become armed in the 
5 absence of the suppression signal, 

75. A method according to any one of claims 70 to 74, wherein the imits perform 
a communications check to establish that each unit is in conununication with at least 
one other unit 

10 

76. A method according to any one of claims 72 to 75, wherein at least one of the 
units is caused to remember an identity of each other unit with which it is in 
communication when the units are armed or within a predetermined time therefrom. 

15 77. A method according to any one of claims 70 to 76, wherein at least one of the 
units is provided with an input device which is operable to input an identity of each 
other imit with which the at least one imit is intended to be in communication. 

78. A method according to any one of claims 70 to 77, wherein at least one of the 
20 units is provided with an input device and wherein each of the units remembers with 

which other units it is in communication when an input is made to the input device. 

79. A method according to any one of claims 70 to 78, wherein the imits are 
caused to transmit signals only at predetermined periods of time. 

25 

80. A method according to any one of claims 70 to 79, wherein the units are 
operable to receive signals only at predetermined periods of time. 

81. A method according to any one of claims 70 to 80, wherein each unit is 
30 operable to transmit information regarding a status of the unit. 
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82. A method according to claim 81, wherein the information includes the status 
of a power source of the unit. 

83. A method according to claim 82, wherein an alarm signal is suppressed if a 
5 imit stops transmitting after a predetermined period of reporting a low power source. 

84. A method according to any one of claims 70 to 83, wherein a signal strength 
of received transmissions is noted. 

10 85. A method according to claim 84, wherein an alarm signal is suppressed if no 
signal is received from a unit that has been noted to have a weak signal strength for a 
predetermined period of time. 

86. A method according to any one of claims 70 to 85, wherein at least one of the 
15 imits estimates its distance from each of the other units with which it is in 

communication. 

87. A method according to claim 86, wherein the estimation is performed by 
measuring received signal strength. 

20 

88. A method according to claim 86 or 87, wherein at least one of the imits is 
caused to ignore signals from units which are more than a predetermined distance 
therefrom. 

25 89. A method according to claim 84 or any claim dependent therefrom, wherein a 
warning is issued to a user if one of the units is experiencing a weak signal strength. 

90. A method according to claim 86 or any claim dependent therefrom, wherein a 
warning is issued to a user if a unit is estimated to be greater than a predetermined 
30 distance from the at least one unit. 
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91. A method according to claim 76 or 77 or any claim dependent therefrom, 
wherein an alarm is generated if the at least one unit receives a signal from a unit 
having a predetermined identity. 

5 92. A method according to claim 76 or 77 or any claim dependent therefrom, 
wherein an alarm is generated if the at least one unit receives a signal from a unit 
having an unknown identity. 

93 . A security xmit comprising: 



a transmitter for transmittmg a signal; 

a receiver for receiving such a signal when transmitted by a second, substantially 
identical, imit; 

15 

an alarm generator; and 

a processor adapted to activate the alarm generator according to a predetermined 
condition relating to the receipt or otherwise of a said signal. 
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